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Check Point Datasheet

ENDPOINT SOFTWARE 
BLADES
n Full Disk Encryption

n Media Encryption

n Remote Access

n Anti-Malware / Program Control

n WebCheck

n Firewall / Compliance Check

PRODUCT BENEFITS 
n Comprehensive endpoint security 

with a single, centrally managed agent

n Transparent end-user experience with 
a single install, tray icon, and update

n Fastest anti-malware scan with 
smallest memory and disk footprints

n Only single endpoint security 
agent including data security and 
remote access

n Choose from 6 Endpoint Security 
Software Blades to maximize security 
and performance

Check Point  
Endpoint Security
Simply Secure

YOUR CHALLENGE
As network security improves, criminals are focusing on enterprise endpoints to 
steal valuable information. Most corporate laptops and PCs now store proprietary 
data on their hard drives, and many are used regularly outside of the secure environ-
ment. When lost, stolen or compromised by Web-based threats—such as drive-by 
downloads and phishing attacks—laptops can be mined for data or used to penetrate 
corporate networks and databases. A data breach can result in fines, lawsuits and lost 
revenue. In defense, businesses have deployed a variety of point solutions to protect 
endpoints. However, administering multiple clients on thousands of devices, and con-
flicts between endpoint and network security policies have turned management into 
a costly and resource-consuming nightmare. Today’s organizations require a simple, 
centrally managed and cost-effective solution to protect endpoints from attacks and 
safeguard important information.

OUR SOLUTION
To defend against the full spectrum of endpoint attacks, Check Point Endpoint 
Security combines all endpoint security functions into a single, centrally managed 
agent delivering total security with a simple user experience. Unique to endpoint 
security, Check Point WebCheck secures endpoints against the rising number of 
Web-based threats, while Check Point OneCheck unlocks all security systems on  
the PC with a single easy login. In addition, Check Point Endpoint Security is the  
only single agent including data security and a remote access VPN.

ENDPOINT SECURITY SOFTWARE BLADES
Endpoint Security Software Blades bring unprecedented flexibility, control and 
efficiency to the management and deployment of endpoint security. IT managers 
can choose from six Endpoint Software Blades—including Anti-malware/Program 
Control, Remote Access and WebCheck—to deploy only the protection needed,  
with the freedom to increase security at any time.

PRODUCT DESCRIPTION
Check Point Endpoint Security  
combines all endpoint security  
functions into a single agent,  
delivering total security with a 
simple user experience. Central 
management enables control 
and visibility of all endpoints.
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Full Disk Encryption 
Automatically and transparently secures all information on  
endpoint hard drives. Multi-factor pre-boot authentication 
ensures user identity.

Media Encryption
Provides centrally enforceable encryption of removable storage 
media. Port control enables central management of all endpoint 
ports, including centralized logging of port activity.

Remote Access 
Provides users with secure, seamless access to corporate 
networks and resources when traveling or working remotely.

Anti-Malware / Program Control
Efficiently detects and removes malware from endpoints with  
a single scan. Program Control assures that only legitimate  
and approved programs run on endpoints.

WebCheck 
Protects against the latest web-based threats including  
drive-by downloads, phishing sites and zero-day attacks. 
Browser sessions run in a secure virtual environment.

Firewall / Compliance Check
Proactive protection for inbound and outbound traffic prevent 
malware from infecting endpoint systems, block targeted 
attacks and stop unwanted traffic.

Check Point WebCheck
Patent pending Check Point WebCheck protects enterprise 
endpoints from web based threats with seamless, transparent 
user experience.

Check Point OneCheck
Provides one easy login to Windows and all endpoint security 
functions (Full Disk Encryption, VPN Remote Access and  
Media Encryption).

SPECIFICATIONS 

Client Platform Support

Operating Systems • Windows 7 (32 & 64 bit) • Windows Vista (32 & 64 bit)
• Windows XP Pro (32-bit, SP2, SP3)
   (Full Disk Encryption also supports Mac and Linux platforms)

Management Platform Support

Operating Systems • Check Point SecurePlatform™ • Windows Server 2003

Certifications

Encryption and Security • Common Criteria EAL4 • FIPS 140-2
• BITS • CCTM CESG


